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4TO AEJIATD, ECJZIN BAC OBMAHYIIN?
CPO4YHDbIE OENCTBUA:

HemMmeaneHHoO No3BoHUTE B 6aHK U 3a610KUPYUTE KapTy,
4yTO6bl NPENOoTBPATUTL JaNbHeNLLlee cnMcaHue cpeacTs.

CoobumTe B 6aHK O MOLUEHHUYECKOM onepaummu.
B HEKOTOpbIX criydasax 6aHK MOXXeT BEPHYTb YKpaaeHHbIe
OeHbrn (npouenypa 4apaxx6ak).

NMopauTe 3aaBIeHME B NMNOJIMLMIO. DTO MOXXKHO caenaTb OHMauH.

LI 4yTOObI NoaaTh 3aABNeHue
eyl B MB[ oHnanH




kb bgtiietn - bat LOYALHOCTb

FnaBHoOe nNnpaBuno: He cnewuTe! MoWeHHUKN UrpatoT Ha BalLUMX
aMoumnax (cTpax, XXagHocTbk, AoBepue). Bcerpa npoBepanTe
nMHbopMaLumio, Npexae YeM coBepLuaTh Kakme-nmbo nemncrems.

OTckaHupymtTe QR-koa,
4TO6b! NPOBEPUTL CBOKO MIPAMOTHOCTb
B BOrpocax MolleHHU4YecTBa

TEJIEGOHDbI NOANEPXKMW:

“s.. TnaBHOe ynpaBneHne MMHUCTEPCTBA BHYTPEHHMUX

@ nen Poccum no CeepanoBckon obnactmn — (343) 358-71-61,
.. (343)358-70-71 (tenepoH gosepusi)

YnpasneHne @enepanbHoum cnyXXobl
6e3onacHocTn Poccnm no CeepanoBcKom obnactum
(343) 371-37-51 (tennedpoH aosepuns)

CAUTDI:

LIB P® — cnMCoOK HenerasnbHbIX KOMMaHUK
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PYKOBO/ACTBO O TOM, KAK HE CTATb YXEPTBOU MOLLEHHUKOB

MHCI)ODMELI.MFI NMNoMoXxeT BaM paclrioaHatTb MOWeHHN4YeCKNe CxXxeMbl, 3alllUTUTDb
CEG‘FI, a TaKXXe obecneuymnTb 6€30MNacHOCTb CBOUX cpedcTB.

Mo naHHbIM CbepbaHKa, yulepb ot TenedoHHOro MolleHHmn4yecTBa B 2024 roay

npeBbicUn 295 Munnmapnos pyéonen. 3Has Merogbl MOLWEHHUKOB, Bbl CMOXKeTe
3QLWMNTUTD cebs u cBoux 6,1m3Kux!

1.0OCHOBHbIE BUAbl MOLLEHHUYECTBA
1.1. CXEMbI TEJIE@QOHHOIO MOLUEHHUYECTBA:

«BaHK 3BOHUT»: MOLLEHHUKU NPEeaCcTaBNATCH COTPYAHUKaMM BaHKa 1 noa, Npensiorom
3alLUKUTDbI BalLMX cpeacTB NpocaTt Ha3eaTb CVV-koa (Tpu Umnppbl HO 06paTHOW CTOPOHE
KapThbl), Napoib U3 CMC-COOBLLIEHUA NN OaHHble 419 BXO4a B OHNanH-6aHK.

3anoMHUTe: HacToALWMe COTPYAHUKN 6AHKA HUKOorga He 3anpdallinuBaioT
Takyro nHpopmMmauuio!

«PopacTBeHHMK B 6eae»: BaM 3BOHAT 1 coobLLaloT, YTO Ball 61U3KUIA

(cbIH, AoYb, BHyK) nonan B AT, 3agep)XaH nonnumem u 1.4., U CPOYHO

HY>XHbl AeHbrn. MOLLEeHHUKWM OaBAT Ha 3MOLMK, NPUCbINaoT danblUmUBbie
NOKYMEHTbI (MoCcTaHOBIEeHN I 0 BO36YXKAeHUM AeNq,POTOKO/IOB 4ONpoca U T.4.).
HemensieHHO NnonoXxure Tpy6KYy n CBSIXXUTEChb C POACTBEHHUKOM HArNPsMYIO.

«Bbl BbiMrpanu npus!»: BaM coobLaloT 0 BbIUrpbllLe LEHHOro npusa (asToMobuis,
KBAPTUPA, KPYNHAS CyMMQa geHer), HO ANna ero nosiy4eHuna Heobxoammo

onnaTtuTb "gocTaBky", "CTPaxoBKY" UMK KaKon-nnMbo apyrom B3HOC.

C BepoaTHOCTbLIO 100% ¢ BaMu cBA3aNMMCb MOLUEHHUKMN,

He o6LanTeCh C HUMMU U NOJNIOXKUTE TPYOKY.
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«MoaknwyeHue apoMmodpoHa»: o BMAOM I'IF)E.EI.CTEIBMTEJ'IE‘I:'I YI'IPEEJ'IHI'OLLI.EI:'.I KOMMNaHWKA
N1 YCTaHOBLLMNKOB ,D,GMGCIJDHGE MOLLUEHHUKU CBA3bIBAOTCA C COBCTBEHHUKaMM KBapTHp

M MPOCAT Ha3BaTb KOO U3 CMC-COOBLLEHMS, KOTOPbIN AKO6bl HYXXeH 0719 NOAKI0YEeHUS
KBapTUpPbl K AoModoHY. Ha caMmoM gene Kog 06bl4HO NMPUXoauT OT CUCTEMbI «[TOCYyCNyrmn,
B KOTOPYIO 3MOYMbILLTIEHHUKWM NbITAlOTCA NonacTb. [Tos1o)xure Tpy6KY M CBS)KUTECH

c npegcrasuTenem YK unm ycTaHOBLMKOM BaLlero goMogoHa rno opuLmnasibHomMy
HOMepYy, YTO4YHUTe y coceqeu, 3BOHUITU JTN UM.

HUKOIr4AA HUKOMY HE COOBLLAMUTE KOAbl
n3 CMC-COOBLLUEHMN U APYTYIIO NEPCOHAJIbHYIO

WHOOPMALIUIO. ECJTIU KTO-TO HAYUHAET 3ANPALLUUBATD
3TY MUHOOPMALIMIO, HEMEOQJIEHHO NPEPbIBAUTE PA3IroBOP.

NMPU3HAKU OBMAHA MO TEJIEDQOHY:

® Bac TopondaT, ucnonb3yroT ¢pasbl "CpoyHo!”, "UHaye 3a61o0kupyem Kapty!”,
"Bpemss orpaHn4yeHo".

® He patoT BamM NonoxuTtb TPy6KY, 4aBAT Ha Bac, nepe3BaHMUBAIOT C pa3HbIX HOMEPOB.

® [1poCAT NepeBecTU AeHbIMM Ha HEU3BECTHLIN (6e30racHbIN) CHET UNU COOBLLNTD
KOHdUOeHuManbHyo MHoOpMaUuto (naposiv, Koabl).

® OTckaHupyunuTe QR-Koabl, U MOCMOTPUTE posink BAaHKa Poccui ¢ TUNMMYHbIMUA
cXeMaMH MOLUEeHHUKOB cCbi/iKa Ha ponuk LB P®:
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«3BOHOK U3 NONMUKNMHUKU\GoNbHULbI»: [NOoa BUOOM COTPYAHUKA peructTpaTypbl Unm
MeOUUMHCKOro paboTHMKa BaM MOryT NMO3BOHUTL U, CCbISTAACb Ha 3anMCb Ha NMPUEM,
MonNpoCUTb COOBLLMNTE HOMEpP cTpaxoBoro nonuca unm CHUIC. C nomoLlybro HoMepda
Bawero CHAJIC 3noyMbiluneHHUK MOryT NMonydYuTb OCTYMN K BalleMy AaKKAyHTY
B cucreme «lFocycnyrmnx»,

«3BOHOK U3 NonMumm»: MolWWeHHWKU NpeacTaBNaoTCa COTPYAHUKaMM
NpaBooOXpaHUTENbHbIX OPraHoOB - CTapLUMMKU cnegoBaTengaMiu, onepynoHOMoOYEeHHbIMU
UNn go3HaBaTenaMu. OHU yTBEPXKOAloT, YTO B OTHOLLEHWMU Bac NMPOBOAUTCA NMpoBepKa

N BO36BYXKOEHO YronioBHOE Aeno U3-3a AKo6bl Moao3pUTENbHbIX MepeBoaOB C Ballen
KapTbl Ha 3apybe)xHble cyeTa. Ona yéeautenbHOCTU OHU MOIYT Ha3BaTb KOHKPETHbIN
PaAaMOHHbIN OTAEeN NONULMK, OTKYOa AKOObl 3BOHAT. HECMOTPA Ha CEpPbEe3HOCTL 3asBIEeHUN,
3/10YMBbILUNEHHUKU NpeanararT «yperympoBaTbh BOMPOC» ANCTaHLUMOHHO, Tpebys
nepeepoaa AeHer, Uau npenocrtaBneHnsa KoHbumaeHuManbHOM MHPoOpMaLLUn.

MoMHUTE: HaCcToSALNE COTPYAHUKU MOSTULMN HUKOrAa He peLuaioT nogo6Hsbie
BOMpoOcChkI No TesiepoHy v He TPebyIoT AeHer.

«MpegcraBuTeNlb COTOBOrO oneparopa»: MoLLEeHHUKU
3BOHAT, NpecTaBNadaCb COTPyAHMKaMM Ballero COToBoro
onepaTtopa, M coobLLaT 06 OKOHYaHUM CPOKa OenCcTBUA
0OroBopa Ha npegocraBneHue ycnyr ceBfa3n. OHM NbITakOTCH
y6eamnTb Bac coobLmMTb KOO U3 cMCc-coobLieHuns, -
AKobbl gna Toro, YToO6bLI NPOAIUTL OeUCTBME

NOroBopa, HO Ha caMoM fene XoTAT Noy4YUTb

OOCTYM K BalleMy TIM4HOMY KabuHeTy B cucteme
«focycnyrm» WUNu NNaTeXXHbIM CUCTEMAM.

Mono)xure TRy6KY U CBSIXKUTECb C COTOBbIM
ornepaTopoM rno opumUmnarbHoOMy HoMepy TenedoHa.
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1.2. UHTEPHET-MOLLUEHHUYECTBO:

@®eunKoBble cauTbl 6aHKOB, Nocycnyr (PUMWKMHI): MolWweHHUKM co30aloT noanenbHble
CanTbl U NPUNOXKEHUSA, KOTOPbIE BU3YyaSiIbHO OYEHb MOXOXWU Ha HacTodAlmne. TakuMm obpasom
MOLUEHHUKW MbITAalOTCHA BbIMaHWUTb BalUWM JTIOFMHbI, NApov U ApPYryo KoHGUaAeHUManbHyto
MHOPMaLMIO, KOTOPYIO Bbl BBOOAUTE NPU BXOOE B IMYHbIE KAOMHETbLI MPUNOXKEHUN

N CanToB. He cKauMBauTe NPUIOEHUSA C HENpoBepPEeHHbIX pecypcoB.

NoapaenbHbie UHTEpHeT-MarasmHbi: ToBap Ha caunTe npeacrtaesieH, ueHa
NnpuBneKaTenbHad, HO Nocne onnaTbl Bbl HUYEro He nony4yaerte. MarasmH ncyesaer,
d CBA3dTbCA C HUM HEBO3MOXMXHO. CGBEPI.I.IEII':‘ITE NOKYNKM B MHTepHeTe TONNBKO Ha
npoBepeHHbIX CauTax U B NpoOBepPeHHbIX UHTEePHEeT-MarasmHax

O6palleHue OT NMLa pyKoBoAcTBa: Yepes MecceHOKep C BaMU CBA3blBaeTCA AKO6DI
Balll pyKOBOAUTENDb (HaYQ/IbHUK, AMPEKTOP, peKTop U T.A4.). B npodune MoLleHHUKa,
KaK MpaBusio, ucnonbsyertca opuumanbHoe oto u MO, yTobbl Bbi3BaTh JOBEpPUE.
Bac npenynpexnakoT 0 NpeacTodaLlen NpoBEepPKE CO CTOPOHbI MPOKYypaTypbl, HAJIOroBoMn
UNU OPYrmx KOHTPONMPYKOLWMX opraHoB. [lanee coobuiaeTcs, YTO C BaMU CBAXKeTCS
COTPYAHUK 3TOM CNy»XObl 4TOObI 3a4aTb «BaXXHbl€ BOMPOChI».

Mocne 3Toro o6bIYHO crieayeT 3BOHOK, B KOTOPOM

MOLLEHHWUKW, BblaaBas cebs 3a

npencrtaBuUTeNIe CUOBbLIX UK

KOHTPOJIbHbIX CTRPYKTYP, MbITalOTCH

BbIMAaHUTb KOHUOEHLUMANBHYIO

MHbOpPMaUUMIO UMK OEHbIA.

BNOKUPYHTE NXeHYalbHUKa

M He OTBe4YalTe Ha He3HaKOMbIie

HOoMepa.
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O6mMaH Ha Avito/lOne (v gpyrux nnowaakKkax o6bvasneHmmn): O6bIMHO ero NCronb3yloT
MPU MOKYMKe KaKoOM-TO BELLU C PYK. 3MT0YMbILNEHHUK HaXoOauT Ha 3TUX NnaTdopMax
06bABNEHUS O MPOAAXKEe KaKOM-TO BeLUU, U obpallaeTca K MpoaasLy Nno 3ToOMy BOMpocCy.
YT06bl MOCMOTPETL BELLb, 3/TOYMbILUNEHHUK MPOCUT CO3BOHUTLCA MO BUOEOCBSA3U, HO

BO BpeMs 3BOHKA Yy HEero gKobbl Criy4yaloTca Kakme-To TeXHUYecKmne Hernonaaku. Ytobol
060NTU UX, OH NPOCUT cobeceaHUKa BKIOYUTb AeMOHCTPaLMIO 3KpaHa. B 3To BpeM4
MOLLEHHUK MOXXET, HanpuMep, NbiTaTbCA 32TV B Ball MHTEPHET-6aHK UTU aKKayHT

B cucTeMe «lfocycnyrm», moaToMy BaM Ha TenedoH NpuaéT cMc-coobLLeHMe C KOOaoM

0119 BXO4a MU CMEHbl Mapons, KOTOPbIA 3/1I0YMbILUNEHHUK XO4YeT YBUAETb U MCMNOMb30BaTb.
He BK/IIOMaWTe A€eMOHCTPaLMIO 3KpPaHa B pa3roBopax ¢ He3HaKOMbIMMU NIOAbMM.

NMPUSHAKN OBMAHA B UHTEPHETE:

® Appec camta 6e3 HTTPS (3awmLyeHHoro
rnpoToKo1Q).

® KoHTakTHasg MHPopMauMda TONbKO Yyepes
MecceHmKepsbl (Telegram, WhatsApp),

oTcyTcTBUE TenedpoHa n pusanyeckoro agpeca.

® CnunwKoMm BbirogHasa LeHa, KoTopas
3HaAYUTESTIbHO HUXXEe PbIHOYHOW (Harnpumep,
"IPhone 3a 5000 py6.").

1L.3. YIPO3bl XXN3HUN N 340POBbIO

MOLWEeHHWKKM 3anyrmBatoT XXepTB yrpo3amMum pacripaBbl, MPUCbIIAT JIMYHbIE OaHHbIE,
doTo AoMa nnu paboTbl, co3natoT AMNPENKM C «3axBavYeHHbIMMU» POACTBEHHMKaAMM
(Harnpumep, n3 30HbI CBO). Llenb — AaBneHmne 1 BbiIMOraTtenbCcTBO.

Fpynnbl pyUckKa: NneHCMoHepbl, CeEMbK BOEHHbIX, HecoBepLlleHHoneTHHe. MHorga
HepPpTB 3aCTaB/IHOT }fI;ITM n3 AOMa U GﬁDpBaTb CBHA3b C POOHbBIMMW, 4yTO6bI CO3aaTb
0ONONHUTENbHbIU PblHal daBJIeHWHA.

BaXHO NOMHMTb, 4YTO 3TO GJ'IE‘CIJ — Yalule BCelro 3/1loyMbllWIeHHUKKA e I;ICTE}/I-DT
n3-3a rpaHm1ubl 1 He MOTyT NpUHMMMHWUTD pealibHOINo sBpela CBOMM >XXepTBaM.
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4 WATA, ECJIUW BAM 3BOHAT HESHAKOMLL DI
M HAYNHAIOT HA BAC JABUTb U 4TO-TO TPEBOBATD

He naHukyure: CoxpaHanTe CMOKOUCTBUE, AaXKe
eCc/n Bac NbiTatoTca 3anyrath. YTobbl cnpaBuUTbcAa
CO CTpaxoM npencraBbTe, YTO MOLWEHHUK TOBOPUT
CMeLUHbIM roJ1IoCoOM UMM CUOUT Ha TOM KOHLe

npoBoaa 6e3 oaexabl. —_\

NMono)urte TpyobKy: He npoaomKamTe pa3rosop
C MOLUEHHUKAMM, HEe BoUTEChb NMNONOXUTb TPYOKY,

HMUKTO BaC 3a 3TO He HaKaXKeT.

Nepe3BoHUTE B 6aHK: yﬁe.D,MTECb, HUTO BCe B NnopdaKe
C BallMM BaHKOBCKUM CHETOM, UCTMOJIb3YHA 0¢il4Ll,MaﬂbeII7[
HOMeEepP ﬁaHKa, a Jiydquwe npunaunte B otaesieHune Jin4yHo.

NMpoBepbTe onepauum B NPpUNOoXeHun: Ecnu Bbl BCe e
CoOOLWMNU KaKy-TO MHPOPMaLIMIO, MPOBEPbTE UCTOPUIO
onepaunm B MOBUNbHOM NPUNOXXEeHUU BaHKa U coobLmuTe

o npobneme B 6aHK no odbuLmanbHOMY HOMEPY.
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2.KAK SALLUTUTDBCAH?
2.1. BALLUNATA OT TEJIEQOHHDbIX MOLUEHHUWKOB:

NMpasuno 1: HMKorga He Ha3biBanTe
KoAbl U3 CMC-COOBLLUEHUW, Maponin U ApPYryio
KOHPUAESHUManbHyO MHPoOpMaLUUIo Mo TenedoHy.

NMpaBuno 2: [lepe3BaHMBaNTE TONbO

Ha oduMuManbHble HOMepa 6aHKOB, YKa3aHHble
Ha Ballen KapTe nnm odpuumanbHOM cauTe.

NMpaBuno 3: YCTaHOBUTE NPUTTIOXKEHUE

ang GJ'IDKHDDBKM cCnaM-HOMepPOB. HanpumMep
oT AHAeKc
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NMpaBuno 4: [10 BO3MOXXHOCTU HE OTBEYaUTeE
Ha 3BOHKM C HE3HAKOMbIX HOMEPOB.

2.2. UHTEPHET-BE3OINACHOCTD:

Npaeuno 1: He nepexoante No Nogo3puUTebHbIM CCblIJTKaM, 0CcoB6eHHOo NnonyvYyeHHbIM
OT HE3HAKOMbIX NtoaEeN U B CrnaM-pacCCbl/iKaxX.

MNMpaeuno 2: BkounTe ABYXPaAKTOPHYIO ayTEHTUDUKALMIO Ha BCEX BaXKHbIX aKKayHTax
(6aHKM, coLiceTH, MnoyTa). ITo obecrnevymT OONONTHUTENbHbIN YPOBEHb 3aLLUUTDI.

NMpasuno 3: MNoKynanTe ToBapbl TOMTbKO Ha NPOBEPEHHbIX NoLwaaKax U y HaaeXHbIX
npoaasLoB. O6pallanTe BHUMaHUE Ha OT3bIBbl U PEUTUHI Npoaasua. OTcyTcTBMe
OT3bIBOB — 3TO [MO4O3PUTE/TbHbINA MAPKEP.
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